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版本号：



[bookmark: _GoBack][bookmark: _Toc27456][bookmark: _Toc33173132][bookmark: _Toc22427][bookmark: _Toc32373][bookmark: _Toc17967_WPSOffice_Level1][bookmark: _Toc522604510][bookmark: _Toc6703][bookmark: _Toc11973][bookmark: _Toc141302030][bookmark: _Toc28096][bookmark: _Toc1124][bookmark: _Toc21432][bookmark: _Toc481671569][bookmark: _Toc18938][bookmark: _Toc19181105][bookmark: _Toc392845358]信息系统建设方案安全方面内容
参考模板
以下内容为信息系统建设方案中安全方面的内容模板，可在项目建设方案中参考引用，如在项目建设方案未进行安全设计，可根据此模板单独编制项目安全方案，单独编制项目安全方案的应补充系统建设目的、用途等简要介绍。
9.项目安全
本项目执行过程以及所开发信息系统遵守网络安全法、数据安全法等国家法律法规以及集团和公司的相关制度要求，根据信息系统网络安全等级保护2.0相关要求确定安全等级，按照ISO27001、ISO20000等国内外标准体系进行项目和系统的全生命周期管理。项目安全设计主要内容如下：
1. [bookmark: _Toc133307246][bookmark: _Toc33173133][bookmark: _Toc41296315][bookmark: _Toc141250773][bookmark: _Toc41478055][bookmark: _Toc9390][bookmark: _Toc4532][bookmark: _Toc140925795][bookmark: _Toc2835][bookmark: _Toc22888009][bookmark: _Toc17143][bookmark: _Toc141222635][bookmark: _Toc12948][bookmark: _Toc19181106][bookmark: _Toc19181295][bookmark: _Toc139031709][bookmark: _Toc141020789][bookmark: _Toc141302031][bookmark: _Toc141035919][bookmark: _Toc30918][bookmark: _Toc141222811][bookmark: _Toc138921713][bookmark: _Toc141036039][bookmark: _Toc141222931][bookmark: _Toc141223109][bookmark: _Toc23597][bookmark: _Toc4419][bookmark: _Toc29045][bookmark: _Toc19892][bookmark: _Toc41471509][bookmark: _Toc27675]
2. [bookmark: _Toc19181107][bookmark: _Toc15276][bookmark: _Toc21972][bookmark: _Toc27894][bookmark: _Toc21791][bookmark: _Toc133307247][bookmark: _Toc141222636][bookmark: _Toc141250774][bookmark: _Toc1673][bookmark: _Toc41471510][bookmark: _Toc140925796][bookmark: _Toc141302032][bookmark: _Toc139031710][bookmark: _Toc141222932][bookmark: _Toc23410][bookmark: _Toc20038][bookmark: _Toc141222812][bookmark: _Toc141035920][bookmark: _Toc11464][bookmark: _Toc138921714][bookmark: _Toc141223110][bookmark: _Toc33173134][bookmark: _Toc19181296][bookmark: _Toc25420][bookmark: _Toc22888010][bookmark: _Toc41478056][bookmark: _Toc41296316][bookmark: _Toc23869][bookmark: _Toc141020790][bookmark: _Toc141036040][bookmark: _Toc10799]
[bookmark: _Toc141302033][bookmark: _Toc4720][bookmark: _Toc19181108][bookmark: _Toc27072][bookmark: _Toc25248][bookmark: _Toc27545][bookmark: _Toc4113][bookmark: _Toc22843][bookmark: _Toc33173135][bookmark: _Toc17091_WPSOffice_Level2][bookmark: _Toc32710][bookmark: _Toc18704][bookmark: _Toc2879]9.1.物理安全
[bookmark: _Toc33173136][bookmark: _Toc19181109]1）本系统开发、测试等设备所处物理环境安全可靠，采取防盗窃、防破坏等控制措施。
2）本系统所使用的服务器、存储、网络等设备统一部署在公司数据中心，完全遵照公司数据中心相关访问控制、供电、温湿度、消防等物理安全要求。
3）本系统采用虚拟机部署的方式，明确虚拟机所需硬件资源需求，与云平台管理员评估已有资源容量，必要时规划云平台所涉及物理硬件扩容。虚拟机的部署、运行、维护环境完全遵照公司相关要求及规范。
[bookmark: _Toc24801][bookmark: _Toc4387][bookmark: _Toc25444][bookmark: _Toc30402][bookmark: _Toc25979][bookmark: _Toc21984][bookmark: _Toc3252][bookmark: _Toc1913][bookmark: _Toc141302034][bookmark: _Toc9531][bookmark: _Toc26049_WPSOffice_Level2]9.2.网络安全
本系统的网络架构示意图如下：
   [image: ]
1）本系统服务器部署在内网服务器区域，内网用户范围包括技术网、办公网、工业网等内网区域，外网用户通过DMZ区域服务器进行代理访问。
2）本系统内网服务器固定使用TCP:8093端口提供服务，外网通过DMZ区域代理发布到互联网TCP:8093端口。各区域间网络通讯完全遵守公司相关管理规范。
3）本系统部分功能需与BPM、清风、动环、云平台、可信平台等进行数据传输或交互，与各系统或平台之间的网络通信端口采用点对点模式，按照“最小化”原则仅开放指定的网络端口。
4）本系统的调试、运维通过公司安全堡垒机进行，确保操作过程有记录、可审计。
5）本系统所涉及软件原生支持IPv6网络协议，可在纯IPv6网络环境下部署运行，并支持IPv6/IPv4双栈模式。
6）本系统所涉及的其他网络安全要求完全遵守公司相关管理规定。
[bookmark: _Toc30040][bookmark: _Toc141302035][bookmark: _Toc31921][bookmark: _Toc7107][bookmark: _Toc4567][bookmark: _Toc13492][bookmark: _Toc19181110][bookmark: _Toc7790][bookmark: _Toc18249_WPSOffice_Level2][bookmark: _Toc16180][bookmark: _Toc10261][bookmark: _Toc17810][bookmark: _Toc33173137]9.3.主机安全
1. [bookmark: _Toc19080][bookmark: _Toc141036044][bookmark: _Toc20345][bookmark: _Toc1013][bookmark: _Toc139031714][bookmark: _Toc141222640][bookmark: _Toc28866][bookmark: _Toc140925800][bookmark: _Toc141302036][bookmark: _Toc133307251][bookmark: _Toc41296320][bookmark: _Toc138921718][bookmark: _Toc1386][bookmark: _Toc141020794][bookmark: _Toc141222816][bookmark: _Toc141222936][bookmark: _Toc3071][bookmark: _Toc32174][bookmark: _Toc41471514][bookmark: _Toc141250778][bookmark: _Toc141035924][bookmark: _Toc12498][bookmark: _Toc33173138][bookmark: _Toc141223114][bookmark: _Toc16327][bookmark: _Toc5663][bookmark: _Toc30032][bookmark: _Toc41478060]
2. [bookmark: _Toc141250779][bookmark: _Toc11419][bookmark: _Toc141035925][bookmark: _Toc139031715][bookmark: _Toc140925801][bookmark: _Toc141302037][bookmark: _Toc133307252][bookmark: _Toc141036045][bookmark: _Toc141222817][bookmark: _Toc24408][bookmark: _Toc141222937][bookmark: _Toc138921719][bookmark: _Toc22304][bookmark: _Toc141020795][bookmark: _Toc141223115][bookmark: _Toc141222641][bookmark: _Toc8308][bookmark: _Toc41296321][bookmark: _Toc6913][bookmark: _Toc1715][bookmark: _Toc33173139][bookmark: _Toc18719][bookmark: _Toc26107][bookmark: _Toc41471515][bookmark: _Toc26437][bookmark: _Toc23067][bookmark: _Toc30611][bookmark: _Toc41478061]
3. [bookmark: _Toc141222938][bookmark: _Toc141222642][bookmark: _Toc14214][bookmark: _Toc41478062][bookmark: _Toc22503][bookmark: _Toc33173140][bookmark: _Toc141020796][bookmark: _Toc23570][bookmark: _Toc141223116][bookmark: _Toc141250780][bookmark: _Toc3634][bookmark: _Toc141035926][bookmark: _Toc141036046][bookmark: _Toc25084][bookmark: _Toc7370][bookmark: _Toc8565][bookmark: _Toc19530][bookmark: _Toc141302038][bookmark: _Toc139031716][bookmark: _Toc140925802][bookmark: _Toc41471516][bookmark: _Toc133307253][bookmark: _Toc21534][bookmark: _Toc24182][bookmark: _Toc138921720][bookmark: _Toc11487][bookmark: _Toc41296322][bookmark: _Toc141222818]
4. [bookmark: _Toc140925803][bookmark: _Toc139031717][bookmark: _Toc20879][bookmark: _Toc15762][bookmark: _Toc141223117][bookmark: _Toc8292][bookmark: _Toc28236][bookmark: _Toc133307254][bookmark: _Toc141302039][bookmark: _Toc41296323][bookmark: _Toc141036047][bookmark: _Toc18977][bookmark: _Toc141250781][bookmark: _Toc15190][bookmark: _Toc27777][bookmark: _Toc141222939][bookmark: _Toc27507][bookmark: _Toc31732][bookmark: _Toc141222643][bookmark: _Toc141222819][bookmark: _Toc33173141][bookmark: _Toc23513][bookmark: _Toc41471517][bookmark: _Toc41478063][bookmark: _Toc138921721][bookmark: _Toc141035927][bookmark: _Toc4535][bookmark: _Toc141020797]
5. [bookmark: _Toc41471518][bookmark: _Toc139031718][bookmark: _Toc15662][bookmark: _Toc32466][bookmark: _Toc140925804][bookmark: _Toc3885][bookmark: _Toc41478064][bookmark: _Toc13759][bookmark: _Toc13675][bookmark: _Toc133307255][bookmark: _Toc41296324][bookmark: _Toc23845][bookmark: _Toc10358][bookmark: _Toc3747][bookmark: _Toc6843][bookmark: _Toc18189][bookmark: _Toc138921722][bookmark: _Toc33173142][bookmark: _Toc17723][bookmark: _Toc141223118][bookmark: _Toc141250782][bookmark: _Toc141036048][bookmark: _Toc141222940][bookmark: _Toc141035928][bookmark: _Toc141222644][bookmark: _Toc141222820][bookmark: _Toc141020798][bookmark: _Toc141302040]
6. [bookmark: _Toc41478065][bookmark: _Toc4161][bookmark: _Toc133307256][bookmark: _Toc24965][bookmark: _Toc41296325][bookmark: _Toc33173143][bookmark: _Toc23265][bookmark: _Toc41471519][bookmark: _Toc15482][bookmark: _Toc11693][bookmark: _Toc140925805][bookmark: _Toc18828][bookmark: _Toc28012][bookmark: _Toc138921723][bookmark: _Toc29923][bookmark: _Toc139031719][bookmark: _Toc9284][bookmark: _Toc18874][bookmark: _Toc29963][bookmark: _Toc141035929][bookmark: _Toc141250783][bookmark: _Toc141223119][bookmark: _Toc141222645][bookmark: _Toc141020799][bookmark: _Toc141302041][bookmark: _Toc141036049][bookmark: _Toc141222821][bookmark: _Toc141222941]
7. [bookmark: _Toc27336][bookmark: _Toc20013][bookmark: _Toc25666][bookmark: _Toc19580][bookmark: _Toc33173144][bookmark: _Toc16246][bookmark: _Toc41471520][bookmark: _Toc133307257][bookmark: _Toc41478066][bookmark: _Toc41296326][bookmark: _Toc7835][bookmark: _Toc140925806][bookmark: _Toc7442][bookmark: _Toc1178][bookmark: _Toc8544][bookmark: _Toc138921724][bookmark: _Toc13662][bookmark: _Toc2203][bookmark: _Toc139031720][bookmark: _Toc141035930][bookmark: _Toc141222822][bookmark: _Toc141020800][bookmark: _Toc141250784][bookmark: _Toc141223120][bookmark: _Toc141036050][bookmark: _Toc141302042][bookmark: _Toc141222942][bookmark: _Toc141222646]
8. [bookmark: _Toc28346][bookmark: _Toc17881][bookmark: _Toc30659][bookmark: _Toc138921725][bookmark: _Toc6657][bookmark: _Toc33173145][bookmark: _Toc41478067][bookmark: _Toc41296327][bookmark: _Toc17612][bookmark: _Toc32296][bookmark: _Toc31385][bookmark: _Toc139031721][bookmark: _Toc141222943][bookmark: _Toc15209][bookmark: _Toc41471521][bookmark: _Toc133307258][bookmark: _Toc1123][bookmark: _Toc16870][bookmark: _Toc140925807][bookmark: _Toc26522][bookmark: _Toc141223121][bookmark: _Toc141250785][bookmark: _Toc141222823][bookmark: _Toc141036051][bookmark: _Toc141020801][bookmark: _Toc141035931][bookmark: _Toc141302043][bookmark: _Toc141222647]
9. [bookmark: _Toc138921726][bookmark: _Toc140925808][bookmark: _Toc1412][bookmark: _Toc15719][bookmark: _Toc13022][bookmark: _Toc8935][bookmark: _Toc9746][bookmark: _Toc139031722][bookmark: _Toc25266][bookmark: _Toc41471522][bookmark: _Toc41478068][bookmark: _Toc24413][bookmark: _Toc133307259][bookmark: _Toc33173146][bookmark: _Toc41296328][bookmark: _Toc15617][bookmark: _Toc22154][bookmark: _Toc141222648][bookmark: _Toc141222944][bookmark: _Toc141036052][bookmark: _Toc141020802][bookmark: _Toc141222824][bookmark: _Toc9813][bookmark: _Toc10440][bookmark: _Toc141302044][bookmark: _Toc141223122][bookmark: _Toc141250786][bookmark: _Toc141035932]
9.1. [bookmark: _Toc140925809][bookmark: _Toc138921727][bookmark: _Toc26311][bookmark: _Toc15550][bookmark: _Toc41471523][bookmark: _Toc133307260][bookmark: _Toc141222649][bookmark: _Toc41478069][bookmark: _Toc22066][bookmark: _Toc1239][bookmark: _Toc7426][bookmark: _Toc33173147][bookmark: _Toc139031723][bookmark: _Toc141036053][bookmark: _Toc41296329][bookmark: _Toc14378][bookmark: _Toc141223123][bookmark: _Toc141302045][bookmark: _Toc32280][bookmark: _Toc11090][bookmark: _Toc3662][bookmark: _Toc27020][bookmark: _Toc141020803][bookmark: _Toc141250787][bookmark: _Toc141222945][bookmark: _Toc141222825][bookmark: _Toc23924][bookmark: _Toc141035933]
9.2. [bookmark: _Toc33173148][bookmark: _Toc20912][bookmark: _Toc21582][bookmark: _Toc141036054][bookmark: _Toc141222650][bookmark: _Toc141222826][bookmark: _Toc141250788][bookmark: _Toc41471524][bookmark: _Toc138921728][bookmark: _Toc141020804][bookmark: _Toc140925810][bookmark: _Toc41296330][bookmark: _Toc141223124][bookmark: _Toc9270][bookmark: _Toc133307261][bookmark: _Toc31319][bookmark: _Toc29192][bookmark: _Toc141222946][bookmark: _Toc24017][bookmark: _Toc17233][bookmark: _Toc141035934][bookmark: _Toc41478070][bookmark: _Toc16464][bookmark: _Toc22270][bookmark: _Toc141302046][bookmark: _Toc4415][bookmark: _Toc139031724][bookmark: _Toc21905]
9.3. [bookmark: _Toc41296331][bookmark: _Toc8319][bookmark: _Toc141020805][bookmark: _Toc41471525][bookmark: _Toc140925811][bookmark: _Toc13205][bookmark: _Toc3593][bookmark: _Toc141035935][bookmark: _Toc21414][bookmark: _Toc33173149][bookmark: _Toc141222947][bookmark: _Toc141036055][bookmark: _Toc1326][bookmark: _Toc141222827][bookmark: _Toc138921729][bookmark: _Toc141223125][bookmark: _Toc141250789][bookmark: _Toc41478071][bookmark: _Toc141302047][bookmark: _Toc11473][bookmark: _Toc141222651][bookmark: _Toc139031725][bookmark: _Toc133307262][bookmark: _Toc6366][bookmark: _Toc8505][bookmark: _Toc25832][bookmark: _Toc3697][bookmark: _Toc8852]
[bookmark: _Toc33173150]本系统的操作系统、数据库、中间件等主机安全配置按照公司信息系统安全配置基线要求执行。主要内容如下：
1）本系统操作系统采用麒麟服务器操作系统V10版本，数据库采用达梦DM8.0版本，中间件采用东方通TongWeb9.1，所必须的其他组件均采用主流最新版，所有软件产品符合公司软件正版化要求。各软件安全设置遵循公司已制定的安全基线，并进行必要的安全加固。
2）本系统所有服务器主机安装公司统一的防病毒软件，执行统一防护策略。
3）本系统主机的所有访问记录均保留相关日志，日志留存不低于6个月，同时可以针对日志记录进行分类检索。
4）本系统主机启用访问控制功能，依据主机安全策略控制用户对资源的访问。
5）本系统操作系统遵循最小安装的原则，仅安装需要的组件和应用程序，并通过设置自动升级或手动更新等方式保持操作系统补丁及时得到更新。
6）本系统主机的维护必须通过安全堡垒机进行，主机管理员用户登录开启超时、密码规则、登录限制等策略。
[bookmark: _Toc3754][bookmark: _Toc7897_WPSOffice_Level2][bookmark: _Toc11498][bookmark: _Toc33173151][bookmark: _Toc19181111][bookmark: _Toc6037][bookmark: _Toc15440][bookmark: _Toc19857][bookmark: _Toc27521][bookmark: _Toc27221][bookmark: _Toc7572][bookmark: _Toc30516][bookmark: _Toc141302048]9.4.应用安全
[bookmark: _Toc33173152][bookmark: _Toc19181112]本系统的应用安全主要通过5个方面进行安全加固，增强软件健壮性和安全性。具体如下：
1. [bookmark: _Toc25553][bookmark: _Toc140925813][bookmark: _Toc138921731][bookmark: _Toc141222653][bookmark: _Toc141020807][bookmark: _Toc139031727][bookmark: _Toc141036057][bookmark: _Toc41471527][bookmark: _Toc7216][bookmark: _Toc30718][bookmark: _Toc133307264][bookmark: _Toc141035937][bookmark: _Toc141222949][bookmark: _Toc30672][bookmark: _Toc15176][bookmark: _Toc15859][bookmark: _Toc32370][bookmark: _Toc22094][bookmark: _Toc141302049][bookmark: _Toc20844][bookmark: _Toc141250791][bookmark: _Toc13619][bookmark: _Toc41478073][bookmark: _Toc41296333][bookmark: _Toc141223127][bookmark: _Toc141222829][bookmark: _Toc3686]
2. [bookmark: _Toc29761][bookmark: _Toc141302050][bookmark: _Toc22484][bookmark: _Toc1501][bookmark: _Toc15760][bookmark: _Toc1359][bookmark: _Toc141222950][bookmark: _Toc10364][bookmark: _Toc141223128][bookmark: _Toc14227][bookmark: _Toc141250792][bookmark: _Toc4121][bookmark: _Toc10165][bookmark: _Toc2657][bookmark: _Toc41478074][bookmark: _Toc141222654][bookmark: _Toc141020808][bookmark: _Toc141035938][bookmark: _Toc6986][bookmark: _Toc141222830][bookmark: _Toc41471528][bookmark: _Toc41296334][bookmark: _Toc140925814][bookmark: _Toc138921732][bookmark: _Toc133307265][bookmark: _Toc139031728][bookmark: _Toc141036058]
3. [bookmark: _Toc141020809][bookmark: _Toc10627][bookmark: _Toc141223129][bookmark: _Toc23941][bookmark: _Toc133307266][bookmark: _Toc11108][bookmark: _Toc41471529][bookmark: _Toc12103][bookmark: _Toc404][bookmark: _Toc141035939][bookmark: _Toc141222831][bookmark: _Toc41296335][bookmark: _Toc2202][bookmark: _Toc138921733][bookmark: _Toc141036059][bookmark: _Toc10397][bookmark: _Toc141250793][bookmark: _Toc30938][bookmark: _Toc139031729][bookmark: _Toc141222655][bookmark: _Toc141222951][bookmark: _Toc140925815][bookmark: _Toc41478075][bookmark: _Toc5554][bookmark: _Toc13577][bookmark: _Toc4587][bookmark: _Toc141302051]
4. [bookmark: _Toc138921734][bookmark: _Toc41296336][bookmark: _Toc16132][bookmark: _Toc141222656][bookmark: _Toc141036060][bookmark: _Toc7285][bookmark: _Toc133307267][bookmark: _Toc27604][bookmark: _Toc141222952][bookmark: _Toc140925816][bookmark: _Toc141035940][bookmark: _Toc25468][bookmark: _Toc9016][bookmark: _Toc41471530][bookmark: _Toc20104][bookmark: _Toc141223130][bookmark: _Toc41478076][bookmark: _Toc29294][bookmark: _Toc7011][bookmark: _Toc973][bookmark: _Toc139031730][bookmark: _Toc141250794][bookmark: _Toc30353][bookmark: _Toc545][bookmark: _Toc141222832][bookmark: _Toc141302052][bookmark: _Toc141020810]
5. [bookmark: _Toc141222953][bookmark: _Toc138921735][bookmark: _Toc23904][bookmark: _Toc140925817][bookmark: _Toc11843][bookmark: _Toc133307268][bookmark: _Toc141036061][bookmark: _Toc18226][bookmark: _Toc14318][bookmark: _Toc26510][bookmark: _Toc28225][bookmark: _Toc8347][bookmark: _Toc141020811][bookmark: _Toc12576][bookmark: _Toc9872][bookmark: _Toc141302053][bookmark: _Toc41296337][bookmark: _Toc41478077][bookmark: _Toc141222833][bookmark: _Toc141035941][bookmark: _Toc139031731][bookmark: _Toc18660][bookmark: _Toc497][bookmark: _Toc41471531][bookmark: _Toc141222657][bookmark: _Toc141223131][bookmark: _Toc141250795]
6. [bookmark: _Toc9718][bookmark: _Toc41296338][bookmark: _Toc141302054][bookmark: _Toc26540][bookmark: _Toc141223132][bookmark: _Toc2648][bookmark: _Toc3847][bookmark: _Toc141222834][bookmark: _Toc141250796][bookmark: _Toc133307269][bookmark: _Toc141036062][bookmark: _Toc138921736][bookmark: _Toc141035942][bookmark: _Toc10479][bookmark: _Toc141222954][bookmark: _Toc19562][bookmark: _Toc139031732][bookmark: _Toc46][bookmark: _Toc140925818][bookmark: _Toc141222658][bookmark: _Toc41471532][bookmark: _Toc141020812][bookmark: _Toc5932][bookmark: _Toc22770][bookmark: _Toc41478078][bookmark: _Toc1134][bookmark: _Toc15964]
7. [bookmark: _Toc41296339][bookmark: _Toc41478079][bookmark: _Toc141223133][bookmark: _Toc21424][bookmark: _Toc19479][bookmark: _Toc12054][bookmark: _Toc140925819][bookmark: _Toc11804][bookmark: _Toc9300][bookmark: _Toc141035943][bookmark: _Toc141020813][bookmark: _Toc41471533][bookmark: _Toc27593][bookmark: _Toc31698][bookmark: _Toc15423][bookmark: _Toc141222955][bookmark: _Toc19988][bookmark: _Toc141250797][bookmark: _Toc141222659][bookmark: _Toc141222835][bookmark: _Toc18076][bookmark: _Toc133307270][bookmark: _Toc30231][bookmark: _Toc138921737][bookmark: _Toc139031733][bookmark: _Toc141036063][bookmark: _Toc141302055]
8. [bookmark: _Toc141222836][bookmark: _Toc10270][bookmark: _Toc138921738][bookmark: _Toc141223134][bookmark: _Toc24878][bookmark: _Toc140925820][bookmark: _Toc41296340][bookmark: _Toc31227][bookmark: _Toc141036064][bookmark: _Toc4626][bookmark: _Toc141020814][bookmark: _Toc24723][bookmark: _Toc31639][bookmark: _Toc11675][bookmark: _Toc7477][bookmark: _Toc141035944][bookmark: _Toc6006][bookmark: _Toc133307271][bookmark: _Toc139031734][bookmark: _Toc28913][bookmark: _Toc141302056][bookmark: _Toc15624][bookmark: _Toc141222660][bookmark: _Toc41478080][bookmark: _Toc141222956][bookmark: _Toc141250798][bookmark: _Toc41471534]
9. [bookmark: _Toc12288][bookmark: _Toc31156][bookmark: _Toc138921739][bookmark: _Toc41478081][bookmark: _Toc41296341][bookmark: _Toc141302057][bookmark: _Toc41471535][bookmark: _Toc141222957][bookmark: _Toc2891][bookmark: _Toc141035945][bookmark: _Toc141223135][bookmark: _Toc22976][bookmark: _Toc31997][bookmark: _Toc141020815][bookmark: _Toc139031735][bookmark: _Toc141222837][bookmark: _Toc10153][bookmark: _Toc22769][bookmark: _Toc18136][bookmark: _Toc141250799][bookmark: _Toc17643][bookmark: _Toc3015][bookmark: _Toc141222661][bookmark: _Toc141036065][bookmark: _Toc140925821][bookmark: _Toc133307272][bookmark: _Toc30181]
9.1. [bookmark: _Toc41296342][bookmark: _Toc41478082][bookmark: _Toc141222838][bookmark: _Toc21290][bookmark: _Toc141223136][bookmark: _Toc140925822][bookmark: _Toc141222958][bookmark: _Toc23633][bookmark: _Toc141250800][bookmark: _Toc141036066][bookmark: _Toc133307273][bookmark: _Toc9199][bookmark: _Toc15733][bookmark: _Toc2665][bookmark: _Toc15478][bookmark: _Toc9770][bookmark: _Toc41471536][bookmark: _Toc138921740][bookmark: _Toc139031736][bookmark: _Toc141302058][bookmark: _Toc141222662][bookmark: _Toc141020816][bookmark: _Toc9612][bookmark: _Toc22697][bookmark: _Toc4073][bookmark: _Toc141035946][bookmark: _Toc28143]
9.2. [bookmark: _Toc17799][bookmark: _Toc140925823][bookmark: _Toc41471537][bookmark: _Toc141222663][bookmark: _Toc32429][bookmark: _Toc141223137][bookmark: _Toc29031][bookmark: _Toc141222839][bookmark: _Toc133307274][bookmark: _Toc15410][bookmark: _Toc41478083][bookmark: _Toc141250801][bookmark: _Toc7703][bookmark: _Toc141020817][bookmark: _Toc139031737][bookmark: _Toc141302059][bookmark: _Toc8831][bookmark: _Toc138921741][bookmark: _Toc2101][bookmark: _Toc141222959][bookmark: _Toc12816][bookmark: _Toc141036067][bookmark: _Toc3765][bookmark: _Toc28028][bookmark: _Toc141035947][bookmark: _Toc41296343][bookmark: _Toc5502]
9.3. [bookmark: _Toc900][bookmark: _Toc133307275][bookmark: _Toc41471538][bookmark: _Toc140925824][bookmark: _Toc141036068][bookmark: _Toc141222960][bookmark: _Toc24610][bookmark: _Toc19311][bookmark: _Toc141222840][bookmark: _Toc41296344][bookmark: _Toc141222664][bookmark: _Toc141223138][bookmark: _Toc23557][bookmark: _Toc138921742][bookmark: _Toc9217][bookmark: _Toc139031738][bookmark: _Toc14012][bookmark: _Toc141302060][bookmark: _Toc18359][bookmark: _Toc41478084][bookmark: _Toc20166][bookmark: _Toc1663][bookmark: _Toc141250802][bookmark: _Toc19384][bookmark: _Toc141020818][bookmark: _Toc141035948][bookmark: _Toc23897]
9.4. [bookmark: _Toc141223139][bookmark: _Toc2359][bookmark: _Toc141250803][bookmark: _Toc141020819][bookmark: _Toc4926][bookmark: _Toc141222841][bookmark: _Toc5531][bookmark: _Toc141036069][bookmark: _Toc139031739][bookmark: _Toc2391][bookmark: _Toc8527][bookmark: _Toc19065][bookmark: _Toc41296345][bookmark: _Toc23855][bookmark: _Toc41478085][bookmark: _Toc18406][bookmark: _Toc21053][bookmark: _Toc133307276][bookmark: _Toc141035949][bookmark: _Toc138921743][bookmark: _Toc141222665][bookmark: _Toc18454][bookmark: _Toc141302061][bookmark: _Toc41471539][bookmark: _Toc140925825][bookmark: _Toc22815][bookmark: _Toc141222961]
1）本系统登录界面集成可信管理平台，执行公司统一的身份认证策略，实现动态身份认证及多因素身份认证功能，提升系统登录的安全性。
2）本系统登录设置用户会话超时时间，30分钟无操作会话失效。
3）本系统各功能模块进行必要的访问授权，制定权限控制策略，不允许匿名用户访问。
4）本系统涉及接口调用时使用身份认证或签名认证的方式，确保API等接口调用的安全性。
5）本系统相关配置文件所涉及的账号和口令（如数据库账号密码、接口账号密码等）采取加密措施。
[bookmark: _Toc141302062][bookmark: _Toc6187][bookmark: _Toc20645_WPSOffice_Level2][bookmark: _Toc5505][bookmark: _Toc29226][bookmark: _Toc21961][bookmark: _Toc26319][bookmark: _Toc2897][bookmark: _Toc5046][bookmark: _Toc5633][bookmark: _Toc24172]9.5.数据安全
本系统相关的数据安全主要内容如下：
1）本系统所涉及的数据库存储加密、数据交换的信息包、数据传输通道等均采取加密措施。
2）本系统所涉及数据库用户口不在程序中写死，用户可根据需要自行修改，所有用户口令符合密码复杂度要求。
3）本系统数据库和应用数据备份遵循公司统一的数据备份策略，备份频次至少每日1次，保留周期至少1周。
4）本系统的敏感业务数据进行加密存储，并采取措施防范敏感业务数据的泄露。
5）本系统对互联网提供的WEB服务使用HTTPS协议，并使用公司统一的域名和SSL证书。
6）本系统源代码访问权限采取严格控制措施，所有对源代码的修改、更新、发布必须进行授权和批准，并严格进行版本控制，保留操作日志记录。
[bookmark: _Toc19181113][bookmark: _Toc12176][bookmark: _Toc16367][bookmark: _Toc141302063][bookmark: _Toc19196][bookmark: _Toc18334][bookmark: _Toc33173153][bookmark: _Toc4823][bookmark: _Toc32316][bookmark: _Toc19194_WPSOffice_Level2][bookmark: _Toc8495][bookmark: _Toc19217][bookmark: _Toc12671]9.6.项目全过程安全
本项目全过程安全主要内容如下：
1）本项目在立项或方案设计阶段明确网络安全设计内容，并提交公司网络安全团队进行安全设计内容审核。
2）本项目在招标采购阶段对系统涉及的关键软硬件优先选择国产化产品，选定的信息化技术供方按照公司要求签订《网络安全工作责任书》、《保密协议》等相关协议。
3）本项目在开发和实施阶段根据业务使用场景、系统安全保护等级等完善调整安全措施，形成完整的安全整体规划和安全方案设计，并提交公司网络安全团队进行安全方案审查。
4）本项目在完成系统开发后提交公司网络安全团队进行系统安全测试，并根据安全测试结果进行整改，安全隐患和漏洞修复完成以后进行系统上线审批。
5）本项目在验收交付前由供方完成系统管理员的运维技能培训，并移交所有项目建设文档和运维文档。
6）本项目在验收交付以后如发现安全漏洞、安全隐患或新发布的安全补丁，需按照公司要求及时升级和修复。
7）本项目指定专人负责项目执行全过程的安全管理。
8）本项目其他安全建设要求按照国家、集团等上级单位有关信息系统安全建设规范和公司有关制度要求等执行。
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